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ABSTRACT 

The goal of Engineering Governance is to define a general model that 

describes the various aspects of governance that can be the basis of 

communication among governance efforts. Three aspects (Regulation, 

Execution and Compliance) comprise Governance. Combining these 

aspects with the five layers (Data, Information, Knowledge, 

Understanding and Wisdom) of the Cognitive Model results in 15 

different governance roles. Aspect-specific Conceptual Data Models 

describe each of the roles. Governance objects and the relationships 

between the objects comprise the Conceptual Models. Finally, there are 

behavior rules for some of the objects. 
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ENGINEERING GOVERNANCE 

As Information Technology (IT) has grown and matured, higher level human concepts 

are now subject to the same pressures for automation and digital processing as many 

other features of our lives. One such concept is Governance which has become a topic de 

jour. Table 1 illustrates this point. 

Table 1.  Google Results from 24 September 2007 

Results Topic 

71,300,000 governance 

61,900,000 corporate governance

2,120,000 good governance 

1,990,000 SOA governance 

1,770,000 IT governance 

581,000 data governance 

There is an abundance of information about governance on the Internet; however, there is 

little formalized information on what governance is, or how to model governance. 

Although the need for governance has long been acknowledged in practice and 

academia, papers discussing an actual governance model are scarce. 
[IEEE, Gewald H. Helbig] 

The first step in developing a Governance Model is to decompose governance into 

smaller, more manageable pieces that lend themselves to modeling and ultimately 

automation. Modeling depends on the creation of abstract models. A working definition 

of an abstract model follows: 

An abstract model (or conceptual model) is a theoretical construct that 

represents something with a set of variables and a set of logical and 

quantitative relationships between them. Models in this sense are constructed 

to enable reasoning within an idealized logical framework about these 

processes and are an important component of scientific theories. 

[Adapted from Wikipedia: Model (Abstract); accessed 9 July 2007] 

The following two abstract models used together form the basis of a higher level 

Governance Conceptual Model. Use this model to perform the engineering analysis 

necessary to implement a Governance Model successfully.  

• Fundamental Governance Model 

• Cognitive Model 
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1.1 Fundamental Governance Model 

Governance is not a synonym for government or for regulations; rather, governance is the 

process governments use to interpret and use regulations. 

Governance is that separate process or certain part of management or 

leadership processes that make decisions that define expectations, grant 

power, or verify performance. Frequently a government is established to 

administer these processes and systems.  

[Adapted from Wikipedia: Governance; accessed 9 July 2007] 

This definition offers three aspects as to what comprises governance: 

• Making decisions that define expectations 

• Granting power 

• Verifying performance 

The first aspect of governance conveys Regulation, the second aspect conveys 

Execution, and the third aspect conveys Compliance, as represented in the following 

model. 
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Figure 1.  General Governance Model 

Good governance is a balance of all three Governance Model aspects; it is meaningless to 

have Regulation without Execution or Execution without Compliance. In other words, 

Regulation indicates what needs to be done, Execution is actually doing it, and 

Compliance is making sure it is done correctly. 
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1.1.1 Regulation 

Regulations are formal, codified, authoritative rules. They are adopted by a public 

regulatory agency and usually are interpretations of the statutes passed by a legislative 

body. 

A regulation as a legal term is a rule created by an administration or 

administrative agency or body that interprets the statutes setting out the 

agency's purpose and powers, or the circumstances of applying the statute. A 

regulation is a form of secondary legislation which is used to implement a 

primary piece of legislation appropriately, or to take account of particular 

circumstances or factors emerging during the gradual implementation of, or 

during the period of, a primary piece of legislation. 

[Adapted from Wikipedia: Regulation; accessed 9 July 2007] 
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Figure 2.  Regulation Aspect of Governance Model 

An example of the Regulation aspect of Governance is a body that creates statutes such 

as the U.S. Congress or a state legislature, an agency that creates or enforces statutes such 

as the U.S. Internal Revenue Service (IRS), or civilian or commercial groups that create 

and promote standards such as the Object Management Group (OMG). 

1.1.2 Execution 

Execution is the aspect of Governance charged with actually fulfilling formal, codified 

authoritative rules derived from regulation to those specifications provided by 

compliance. The responsibility for executing the regulation rarely, if ever, falls on the 

legislative body or those responsible for enforcing the compliance to the regulation. 

Without Execution, the other aspects of the Governance Model are meaningless. 

Consequently, any discussion of Governance must include the Execution aspect. 
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Figure 3.  Execution Aspect of Governance Model 

Examples of the Execution aspect are the individuals that file their tax forms to the IRS 

and personnel who actually create the functionality needed by a DoD Program, Project or 

Initiative. 

1.1.3 Compliance 

Compliance ensures the objective and valid meeting of regulations through observation, 

measurement or testing. Good governance cleanly and effectively separates the 

responsibility for creating regulations from the enforcement of regulations. This does not 

mean that regulation can be developed in a vacuum; it must be written to be enforceable 

through compliance checking. Therefore, the line between regulation and compliance is 

not fixed and rigid but needs to be negotiated with validation of regulations from the 

Compliance aspect. 
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Figure 4.  Compliance Aspect of Governance Model 

Examples of the Compliance aspect of Governance include the auditing functionality of 

the IRS and the independent verification and validation (IV&V) functionality within the 

DoD. 
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1.2 Cognitive Model 

The Cognitive Model abstractly represents human cognition which the American 

Heritage Dictionary defines as follows: 

1. The mental process of knowing, including aspects such as awareness, perception, 

reasoning, and judgment. 

2. That which comes to be known, as through perception, reasoning, or intuition; 

knowledge. 

Cognition roughly maps to the Information Science and Knowledge Management DIKW 

(Data, Information, Knowledge and Wisdom) hierarchies. See The Origin of the “Data 

Information Knowledge Wisdom” Hierarchy, Nikhil Sharma, 2005 for a complete 

discussion of DIKW. 

Table 2.  Mapping Cognitive Aspects to DIKW Hierarchy 

Cognitive Aspects DIKW Hierarchy 

Awareness Data 

Perception Information 

Reasoning Knowledge 

Judgment Wisdom 

In addition to the basic layers in the DIKW Hierarchy, Russell Ackoff and Milan Zeleny 

propose an additional layer between Knowledge and Wisdom. Ackoff refers to it as 

Understanding. Zeleny adds one more layer above Wisdom called Enlightenment. For the 

purposes of governance, there does seem to be a need for an Understanding layer to the 

hierarchy. However, adding an Enlightenment layer when referring to governance always 

seems to elicit smiles. 

The result is termed the Cognitive Model instead of the DIKW (or DIKUW) Hierarchy 

for several reasons. The word hierarchy implies an order or precedence and this hierarchy 

always starts with data. This is a useful concept when thinking in terms of Information 

Science and Knowledge Management which generally try to organize and classify large 

amounts of data and extract wisdom or in Zeleny’s case even enlightenment. In 

governance the hierarchy is applicable in both directions (i.e., from Wisdom to Data and 

from Data to Wisdom). 

Another problem with the hierarchical approach is that although the relationship of data 

to wisdom in some cases is many-to-one (i.e., many pieces of data contribute to a single 

piece of wisdom), the reality is that relationship is more of a network where one piece of 

data may ultimately be part of many pieces of wisdom. 

The acronym DIKW (or DIKUW, etc.) is not very pronounceable and the term 

specifically captures the model as we currently understand it. Consequently, as our 
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understanding of the model evolves, as with the acceptance of having an Understanding 

layer, the name of the model must also change. 

The Cognitive Model is below. It has the five layers of the original DIKUW Hierarchy, 

and this view is from Wisdom to Data. However, the model could just as well be 

presented in the reverse starting with Data and ending in Wisdom. The direction through 

the model is inconsequential and reflects the higher level human cognitive process. 

 

Figure 5.  Cognitive Model 

1.2.1 Bottom-Up Cognitive Model Example 

The simple Bottom-Up Cognitive Model example presented in Figure 6 illustrates how 

bottom-up cognition applies in our lives, usually as part of analytical processes. It is 

bottom-up because the process described starts with Data and ends with Wisdom. At the 

Cognitive Data Layer, a temperature of 100° means little. Adding that the temperature is 

in degrees Fahrenheit provides a bit more data; however, it still has little relevance until 

the temperature is put in the context of a person’s temperature and becomes Information. 

Adding that information with other information like the normal temperature for a person 

is 98.6° Fahrenheit starts to provide us some Knowledge of the situation. This knowledge, 

combined with other knowledge, allows us to understand that the person has the flu. The 

final step is adding this knowledge with what we already know about the individual 

allowing a decision that the temperature is not serious and that the solution is to take two 

aspirin and call the doctor in the morning if symptoms persist. In reality, there is more 

data than information, more information than knowledge, etc. 

Wisdom An extrapolative, non-deterministic, non-probabilistic 
process 

Knowledge The appropriate collection of information, such that 
its intent is to be useful 

Information 
Data that has meaning by way of a relational 
connection 

Data 
Data is raw; it simply exists and has no significance 
beyond its existence (in and of itself) 

Understanding An interpolative and probabilistic process 

Cognitive Layer 
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Figure 6.  Example of Cognitive Model – Data to Wisdom 

1.2.2 Top-Down Cognitive Model Example 

The simple Top-Down Cognitive Model example presented in Figure 7 illustrates how 

top-down cognition applies in our lives, usually as part of educational or regulatory 

processes. It is top-down because the process described starts with Wisdom and ends with 

Data. At the Cognitive Wisdom Layer, there needs to be a uniform policy to protect 

people at risk from influenza. To support this policy (i.e., Wisdom), there are many 

different kinds of things to understand, such as people can be immunized against flu. As a 

part of the Understanding, there is Knowledge that vaccines are made from eggs. This 

leads to the need to disseminate Information that people who are allergic to eggs can not 

use the vaccine and ultimately the collection of Data (i.e., evaluation criteria) about egg 

allergies from people receiving the vaccine. 

 

Figure 7.  Example of Cognitive Model – Wisdom to Data 

Wisdom Uniform policy to protect people at risk from influenza 

Knowledge Vaccines are made using eggs 

Information 
People allergic to eggs can not use vaccines made 
from eggs 

Data 

Understanding People not allergic to eggs can be immunized against 
flu 

Cognitive Layer 

Wisdom 
Not serious, take two aspirin, call doctor in the 
morning if symptoms persist 

Knowledge Person is running a above normal temperature 

Information Person’s temperature is 100° F 

Data 100° F 

Understanding Low grade fever from flu 

Cognitive Layer 

A person is not allergic to eggs 
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1.3 Governance Conceptual Model 

The Governance Conceptual Model brings both the Fundamental Governance Model and 

the Cognitive Model together into a single model. Figure 8 is a simplistic view of this 

combined model. Each of the three Governance Aspects is represented as one of the 

columns superimposed on the Cognitive Layers; the arrows indicate the primarily top-

down or bottom-up flow used for that governance aspect. At the intersection of the 

Cognitive Model Layers and the Governance Model columns is a cell referred to as a 

role. Each role describes metadata and meta-products required to meet that part of 

governance. 

Compliance 

Regulations 

Perspectives 

Governing Statement 
Details/Examples/ 

References/Glossary 

Evaluation 
Criteria 

Recommendations 

Analysis 

Entry/ 
Results 

Scores 

Regulation Execution 

Assessment Traceability 

Wisdom 

Knowledge 

Information 

Data 

Understanding 

Recommendations 

Analysis 

Profiles/Waivers/ 
Variances/Results 

Governing 
Statements/ 

Evaluation Criteria 

Assessment 

Cognitive 
Layer 

Governance Aspects 

 

Figure 8.  Governance Conceptual Model Roles 

The Governance Conceptual Model fulfils its primary purpose by capturing the 

governance objects and their relationship to each other. However, some rules apply to use 

this model successfully (see Appendix A). For example, each of the roles in the 

Governance Conceptual Model requires a Data Model to meet the Semantic Tagging Rule 

(see A.2). Because of the high interdependence of the Cognitive Layers within a 

Governance Aspect, it is best to create a single Data Model for each of the aspects that 

covers all the roles. 
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1.3.1 Regulation Conceptual Data Model 

The Regulation Conceptual Data Model has at least one object for each of the five layers 

of the Cognitive Model, mapped as follows. 

Table 3.  Mapping Cognitive Layers to Regulatory Objects 

Wisdom Regulations 

Understanding Traceability 

Knowledge Perspectives 

Information Governing Statement Details 

Data Evaluation Criteria 

 

Figure 9.  Regulation Conceptual Data Model 

Wisdom 

Understanding 

Knowledge 

Information 

Data 

P ub lic  K ey  In fras truc ture  (P K I) an d  P K  

E nable  A pp lica tions  
P K I  is the  ke y s ec ur i ty te c hno log y use d to s ec ur in g ne tw o rk c om mun ic at ion s be tw e e n t w o ne t w ork 
e ndpo int s.  In fa c t, P K I  i s the  m ost  w id el y us ed  te c hnol ogy fo r s ec ure  e xc ha nge  of  s en sit ive  da ta  s uc h a s 

pa ss w ords a nd  cre di t c a rd num be rs for  e nte rpr is e w eb  ap pli ca ti ons .  P K I  is c o mpo se d of  a  num be r  of  

c rypto grap hic  te c hno logi e s but  prov ide s for  t w o ba si c g ua ra n te es , a uthe nt ic a tio n a nd c on fi de nti al ity .  

A ut he nti ca ti on i s a c hie ve d w i th D igi ta l C er t if ic a te s (X .5 09) .  T he ce r ti fi ca t e c on ta ins  inform at ion  ab out  the  

is sue r  of  th e c e r ti fi ca te , t he  ow ne r  of  t he  c er t if ic at e , the  p ubli c  ke y c ont ai ne d in  the  c e r tif ic a te  a nd a  d igit a l 
si gna ture  c a lc ula te d fro m t he inform at ion in t he  c er t if ic a te .  C er t if ic a te s a uth en tic a te  th e ide nti ty of  ow ne r  

be c a use  the  d igit a l si gna ture  i s a  me ss a ge dige st  of  a ll  the  i nforma ti on i n the  c e r tif i ca te .  If  t he  inform a tion  

w a s t am pe red  w it h, t he digi ta l s igna t ure w ould  be  di ffe ren t a nd w ould  not  be  a ble  to  ve r ify by the  

c e rt if ic a te  a utho r ity.   T o gua ra nt ee  t ha t da t a s ta ys c on fi de nti a l a nd s ec ure  f rom at ta c ke rs  li ste nin g on the  
ne tw o rk  in promi sc uou s mo de  (ne tw ork snif fe r s) , sy mm et r ic  e nc rypti on ( si ngle  ke y)  i s us e d to  en cryp t a nd 

de c rypt t he  da ta .  A s ym me tr ic  e nc rypt ion (P ub lic  K e y P r iva t e K e y) is no t us ed  for  a ll e nc rypt ion  be ca us e it 

to o e xpe nsi ve  for  hig h vol um e da ta .  F or  P K I , A sym me t ri c en cryp tio n is  use d i nit ia ll y to pa ss t he  se cre t 

ke y (of te n ca ll e d th e s es sio n ke y) .  O nce  t he  se c re t  ke y ha s b ee n e s ta bli she d on  bot h si de s, a ll  subs eq ue nt 

da ta  c om mu nic a tio ns c a n be  pe r forme d usin g sy mm et r ic  e nc rypti on.  T he  e ntire  P K I  c omm uni ca t ions  
proc e ss is d es cr ib e d a s foll ow s:     

S tep  1:  C l ie n t R eq u es t  

S tep  2:  S e r ve r R es pon se  

N e t wo rk 

C li en t Se rve r  

D ig ita l 

C er t if ic a te  w it h 

P ubl ic  K e y 

N e t w ork 

C lie nt  S e rv er  

Gui da nce 

•  A pplic ati ons handl ing unc lass ifi ed me dium  value  informat ion in M ode rate ly P rot ec te d 
E nvironme nt s, uncl ass ifi ed hi gh va lue  informat ion in H ighly P rotec te d E nviron ment s, and 

disc retio na ry ac ce ss c ontrol of  cl assi fie d informat ion in H ighl y P rotec te d E nvironment s sha ll be  

PK  e nabl ed to i nterope ra te  wi th D OD  C lass  3 PK I . [G 8101]  

•  A pplic ati ons handl ing high va lue  uncla ssi fie d informat ion in M i ni ma lly P rote c ted e nvironme nts 

must be  P K e nabl ed t o inte rope rate  w ith D O D C la ss 4 PK I . [G8102 ]  

•  A pplic ati ons sha ll prote ct c ryptographic  obje ct s and func tions f ro m ta mper ing. [G 8103]  

•  A pplic ati ons must u se L D A P, H T T P, or  H T T PS  whe n co mmunic at ing w ith D O D P K I. [G 8104]  

•  A pplic ati on must be  ca pa ble of be ing c onfig ure d for  use  w ith the  D O D P K I. (4.4)   [G8105]  

•  A pplic ati on must provide  doc umenta ti on for  c onfigura tion a nd set up for  use  w ith the  D OD  P K I.  

[G810 6]  

Perspectives 

Evaluation 
Criteria 

found in other sections.       

Evaluation 

Criteria: 

1. Test:  Check application processing of data files (configuration files, 

properties files, preferences, xml, etc…).    

Procedure: Does the application handle invalid configuration, provide 

appropriate defaults, and protect sensitive data. 

Examples: None 

2. Test:  Check application handling of externally accessible API(s) and 

external ports.     

Procedure: Verify sensitive data is protected, and verify all network base 

protocols validate commands and values.   

Examples: None 

 
 

Regulations 

Examples 
E x am ples 

E nviron m ent entrie s 

Bean envi ronm ent va lues a re  de f ined  in  the  dep loym en t desc rip to r  using  the  env -en try  e lem ent. 
U se  J 2EE  prov ider  u ti li ties  to  m od i fy thes e  va lues during  o r  a fte r  dep lo ym ent. 

<e nv - en tr y>  

    < en v- en tr y -n am e> m in Qu eu eB u ff er </ e nv -e nt ry - na me > 

    < en v- en tr y -t yp e> j av a. la ng . In te ge r </ en v- en t ry -t yp e > 

    < en v- en tr y -v al ue > 12 </ en v- e nt ry -v a lu e>  

  </ e nv -e nt ry >  

  <e n v- en tr y>  

    < en v- en tr y -n am e> m ax Qu eu eB u ff er </ e nv -e nt ry - na me > 

    < en v- en tr y -t yp e> j av a. la ng . In te ge r </ en v- en t ry -t yp e > 

    < en v- en tr y -v al ue > 12 0< /e nv - en tr y- v al ue > 

  </ e nv -e nt ry >  

A bea n can  ac ces s th e  envi ron m ent en tr ies  w ith  a  s im i la r  c ode to  the  fo l low ing : 

  In i ti al Co nt e xt  i ni t ia lC on te x t 

    =  n ew  I ni t ia lC on t ex t( );  

  Co n te xt  m ye n v  

    =  i ni ti al C on te xt . lo ok up  

        (  " ja v a: co mp / en v"  ) ; 

  In t eg er  m in Q ue ue Bu f fe r 

    =  ( In te ge r ) my en v .l oo ku p( " mi nQ ue u eB uf fe r " );  

  In t eg er  m ax Q ue ue Bu f fe r  

    =  ( In te ge r ) my en v .l oo ku p( " ma xQ ue u eB uf fe r " );  

. . .  

R esou rce ref erences 

U se res ourc e  re fe rences  to  de fine  and us e  envi ronm ent en tr ies . By de fau lt, t he  in i tia l  J2E E 
env ironm ent c on text i s java :com p /env/. C ons equently, i t is best to  c las si fy a l l res ourc es in to  

s ubcontex ts o f  the  de fau l t. For  ex am ple , clas si fy a ll J D BC  de fin itions u sing  the  de fau l t con tex t 
w ith  a  jdbc  subc ontex t appended to  i t. F or ex am ple : 

ja va : co mp /e nv / jd bc  

In  t h e st an da r d de pl o ym en t de s cr ip to r , th e de c la ra ti o n of  a  r e so ur ce  

re fe r en ce  t o a  J DB C c on ne ct io n  f ac to r y is : 

  <r e so ur ce -r e f>  

    < re s- re f- n am e> jd b c/ JT MD S< / re s- re f -n am e>  

    < re s- ty pe > ja va x. s ql .D at aS o ur ce </ r es -t yp e>  

    < re s- au th > Co nt ai n er </ re s- a ut h>  

  </ r es ou rc e- r ef > 

And th e  bean ac ces ses  the  da ta  s ourc e  as  in  the  f o llo w ing : 

  In i ti al Co nt e xt  i ni t ia lC on te x t 

    =  n ew  I ni t ia lC on t ex t( );  

  Da t aS ou rc e d at aS ou r ce   

    =  i ni ti al C on te xt . lo ok up  

        (  " ja v a: co mp / en v/ jd bc / JT MD S"  );  

Traceability 

Traceabilty Matrix 

Governing 

Body A 

Governing 

Body B 

GS1001 GS1021 

GS1002 GS1042 

GS1003 GS1303 

GS1004 GS1099 

GS1005 GS1087 

GS1006 GS7654 

GS1007 GS1222 

GS1008 GS1345 

GS1009 GS3211 

GS1010 GS5243 

 

R eference s 
•  DoD  M e ta Da ta Re gistry for  X SLT  sa m ples.  

http://diide s.nc r.disa.m il/m dr egH om eP a ge/m dr egH om e.porta l 

•  XS LT 1.0 ( Extensible  S tyleshe e t La ngua ge Tr ansfo rm ations) , for  tr ansfo rm ing XM L doc um ents 

o  http://ww w.w3.org/TR /xslt  

•  XS LT 2.0 ( W3 C W orking Dra ft,  5 No vem be r 2004)  

o  http://ww w.w3.org/TR /xslt20  

•  XS L (Exte nsible Style shee t L angua ge ) 1.0,  pre sentation rule s to tra nsfor m  a  do cum e nt.  

o  http://ww w.w3.org/S tyle/XS L  

o  http://ww w.w3.org/TR /xsl  

•  C SS  ( C asc ading S tyle  She ets)  ve rsions 1 (C SS 1)  a nd 2  ( CS S 2) 

o  http://ww w.w3.org/S tyle/C SS   

o  http://ww w.w3.org/TR /R EC -C S S1   

o  http://ww w.w3.org/TR /R EC -C S S2  

References 

G lossary 

A cron ym  T e rm  De fin ition  

 type fac e I n typogr aphy,  a  coor dina ted se t of char ac te r designs,  whic h usually  

c omprise s an alphabe t of le tte rs ,  a set of  num er als a nd a set of  
punctua tion ma rks. Ther e are  a lso  type fac es of I deogra ms and sym bols 

( e.g .  m athe ma tic al or  m ap ma king) . 

I n its  w idest sense  a  typef ace  c ould  be said  to  be  a  se t of design rules 

( i. e.  a  sty le , loo k or fee l) in  whic h a ny c ha ra cter  ca n be  c onceived.  T his 

a llows for addition of ne w c har ac te rs to  existing type fac es ( e.g . the  
in troduction of the euro sign) . 

The  a rt of designing typefa ce s is  c alle d type design, being the 
oc cupation of a type de signe r http ://e n .w ikipedia.org/wiki/T ype fac e  

 Feel aspec t One  of the tr aditiona l aspe cts of a graphica l user  in terf ace . The Fe el 

c overs suc h th ings as colors,  shape s, la yout,  a nd typef ace s. 

 Look aspe ct  One  of the tr aditiona l aspe cts of a graphica l user  in terf ace . The look 

c overs suc h th ings as colors,  shape s, la yout,  a nd typef ace s. 

 Look and  f ee l Look and fee l re fer s to  de sign aspec ts of a  gr aphica l user in te rfa ce  - in  

ter ms of both  colors, shape s,  la yout,  typef ace s, etc (the "look" ); a nd,  
the beha vior  of dynam ic e lem ents suc h as buttons, boxes,  a nd m enus 

( the  "fe el") . It  is  used in  re fer ence  to  both  software  a nd we bsite s.  

h ttp ://en .w ikipe dia.or g/wiki/Look_and_fe el  

H SI Hu m an Syst em  
In te gration  

Hum an S yste m Integra tion is  par t of DoD D ir ective 5000.1  and is  

in tended to  a ssist progr am  m ana ger s by foc using attention on the  
hum an part of the syste m a nd by in tegra ting and inse rting m anpowe r, 

pe rsonnel, tr aining, huma n fa ctors,  saf ety , occ upationa l hea lth,  

ha bitability,  a nd pe rsonnel sur vivability consider ations in to  the 
De fe nse  a cquisition pr ocess.  

h ttp ://akss.dau.m il/da g/G uide book/I G_c6.1 .a sp  

 Absolut e f ont  size  F ont that a lways displays a t a ce rtain  pre-de ter mined siz e.  

CS S Cascadin g style 

sh ee t 

A file tha t def ine s a h iera rc hic al se t of sty le rules tha t the cre ator of an 

HT ML or XM L file uses in  order  to  control how tha t page  is  r ende red 
in  a  br owse r or vie wer , or how it is printed.  A  CS S includes a defined 

or der of pr ec edenc e to  addr ess c ases when the  def initions of any style 
e le me nt in  a  doc ume nt conf lic t.  .  I BM  W ebS phere  G lossar y 

 Che ck boxe s A che ck se le ction box em ulates chec kboxes on a form  were  a ny 

num ber  of attribute s c an be  se le cted at the  sam e  time .  

 clic kab le gr aph ic An ima ge or  gr aphic tha t has bee n code d to  contain  in tera ctive are as. 

W hen it 's  clicke d on,  it  launc hes a nothe r W eb page  or progra m.  A  

cli ckab le gr ap hi c u sua lly  co ntai ns ju st o ne  l ink co mpa re d to a n 
im ag e ma p wh ich r efer en ces ma ny lin ks. ne tli ng o im ag em ap  

Glossary 

Governing 
Statement 

Details 

[G 8001] 
S tate m ent : S ecure  a ll  endpoints .   

R ation ale : Y ou a re  only as  se cure  a s your w eake st link .  T he re fore,  a ll  acc ess poin ts  in an  

applica tion  should  be secur ed .  A n endpoint is  defined as an  e ntr y or an  e xit  poin t of  
an  application .  A ny a cc ess poin t ca n be vulne rable to  attac ks.   For insta nc e,  if an  

applica tion  f ile re ads c onf igur ation  settings f rom a proper ties  file , tha t file c an  be 
cor rupted  or  incorr ectly  conf igure d .  This  c an  c ause inc orre ct be ha vior  in  the 

applica tion .  A lso  if com pone nt, module or  a pplica tion  pr ovide s re mote acc ess or  is 
par t of any in ter-pr ocess com munica tions, the se a rea s ar e vulner able to  attacks.   For 

insta nce,  if the  a pplica tion  pr ovide s an  externa l socket in ter fac e,  does it  va lida te  
com m ands be ing se nt by  the client?  

This  h igh level guida nc e cover s all  insta nce s not cover ed  by sub-level guidanc e 

found in  o ther  sec tions.       

E valu ation 

C r it eria: 

1 .  T est:  C heck  application  proc essing  o f data  files  (configuration  file s,  

propertie s  file s,  prefe re nce s,  x m l,  e tc… ).    

Pr oce dur e: D oe s the  a pplica tion  ha ndle  invalid  c onf igur ation ,  provide 
appr opriate de faults , a nd protec t sensitive data.  

E xam ple s:  N one 

2.  T est:  C heck  application  handling  o f e xternally  acc essible  API( s) and 

ex ternal ports .      

Pr oce dur e: V e rify  sensitive  data  is  pro tec te d , and ve rify  a ll  netw ork  ba se 
protocols  va lidate com ma nds a nd values.   

E xam ple s:  N one 
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1.3.1.1 Regulations 

Regulation objects capture two kinds of regulator content: external and internal. External 

regulation is that content that is not directly in the control of the governing body; it is 

generally only structured using formatting and is delivered as a long linear document. 

Often keywords such as shall, will, should and may identify the guidance. Sometimes 

these regulations are statutes and sometimes they are statutory in nature. There are efforts 

underway, such as the OMG Compliance Global Regulatory Information Database (C-

GRID) effort, that are trying to capture the attributes necessary to represent the external 

regulations adequately. Internal regulations are those created under the purview of the 

governing body according to the other objects in the Regulatory Conceptual Data Model. 

1.3.1.2 Traceability 

Often the regulatory Understanding layer captures high-level, abstract, hard to measure 

tenets rather than specific Governing Statements. These tenets, however, can map to 

specific, quantifiable Governing Statements. This is generally a many-to-many 

relationship with one high-level tenet mapping to multiple Governing Statements and one 

Governing Statement mapping to multiple tenets. This mapping within the Regulation 

Aspect of governance can be the basis for the Summary, Analysis or Evaluation roles in 

the Execution or Compliance aspects of Governance. 

1.3.1.3 Perspectives 

A Perspective is a container for aggregating other Regulation Objects that are related 

functionally. All Perspectives have a title (the example below includes a unique 

Perspective ID as part of the title) and a brief description of functionality related to the 

regulations. The description is not the definitive explanation of the topic but rather a 

brief, high level description that can point to more complete works. There are two basic 

types of perspectives: complex and detailed. Complex Perspectives aggregate other 

Perspective Objects and allow organizing Perspectives into a hierarchy. 

 

Figure 10.  Example of a Complex Perspective. 

  

References to  
other Perspectives 
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Detailed Perspectives aggregate other Regulation objects together such as Governing 

Statements (which in the figures above and below are in the form of Guidance and Best 

Practices), Examples, References, and Glossary links (shown in the figure as green italic 

text) that are related to the functionality. 

 

Figure 11.  Example of Detailed Perspective 

1.3.1.4 Governing Statements 

Governing Statements capture a specific regulatory concept within a single, active voice 

sentence and are supported by details which elaborate on the statement. A Governing 

Statement must be atomic, succinct, absolute and definitive in nature. 

Atomic  A Governing Statement only addresses a single topic. Indicators of non-
atomic guidance are use of complex sentences, multiple sentences or 
conjunctions such as and, or, etc. 

Succinct  A Governing Statement is short and to the point. The definition of terms or 
caveats that explain when a statement is applicable are not acceptable as 
part of the Governing Statement. Indicators of non-succinct statements are 
the use of words or expressions such as: consider, when possible, if, etc. 

Absolute  A Governing Statement is subject to evaluation with one or more non-
subjective questions. Indicators of non-absolute statements are those 
which are subject to the interpretation of the evaluator. For example, “All 
menus must be user friendly." Software developers do not produce menus 
that they feel are hostile. 

Definitive  A Governing Statement is precisely worded and explicit in nature. The 
words, terms and expressions need known definitions, not subject to 
conflicting interpretation. Indicators of non-definitive words are that they 
are not intuitively obvious to an outside reader. Some words that are 
examples of non-explicit words are object, service and function. 

References to  
Guidance Objects 
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Governing Statements contain specific instructions which can be validated through 

observation, measurement or testing (see A.3). Define any words that are not standard 

English usage in the Glossary. Governing Statements use the active voice and do not rely 

on the use of key words such as will, should, shall or may to convey a requirement. If this 

is necessary, then preceding the statements with the appropriate key word is sufficient as 

in the following example: 

The contractor shall conform to Governing Statements G1002 and G1324. 

 

Figure 12.  Example of Governing Statement Details 

Regulations translate into a collection of inter-related Governing Statements that cover 

the spectrum from statutes and high-level goals and objectives down to detailed 

prescriptive instructions of how to operate. 

1.3.1.5 Rationale 

The Rationale is a brief explanation of why the Governing Statement was formulated. 

This is not a major treatise on the subject covered by the Governing Statement, but rather 

a high-level summary. Specific details, if required, are referenced in other documents, 

white papers, mandates or standards. 

There are two reasons why the Rationale is so important: Waivers and Profiles. An 

outside reviewer analyzes the justification for a Waiver against the Rationale. A 

Community of Interest uses the Rationale when considering which Governing Statements 

to include in a particular Profile. 
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1.3.1.6 Cross References 

There are several ways to cross reference the Governing Statements. To support the 

hierarchical relationships, references point to parents (i.e., where it is derived from) and 

children (i.e., what it justifies). 

The Derived From references include links to the parents of a Governing Statement. 

There can be any number of such links; the only limitation is that ultimately a child of a 

statement cannot also be a parent of the same statement. 

The Justifies references include links to the children of a Governing Statement. There can 

be any number of such links; the only limitation is that ultimately a child cannot also be a 

parent of the same Governing Statement. 

1.3.1.7 Life Cycle Phase 

Most Governing Statements are associated with one or more keywords that help 

categorize the statements for future retrieval. In the Governing Statement Detail example 

in Figure 12 above, the Development tag indicates the DoD Acquisition Phase is 

associated with the Governing Statement. 

1.3.1.8 Evaluation Criteria 

A Governing Statement is subject to evaluation through observation, measurement or 

other testing. The Evaluation Criteria prescribe the methods to use to accomplish this. 

The published Evaluation Criteria provide a way of determining that the Governing 

Statement was actually met. There may be other ways of determining compliance; 

document these and submitted recommended changes or additions to the Governing Body 

or other responsible organization. Evaluation Criteria include three parts. 

Test A direct question about the Governing Statement 

Procedure A process or procedure to follow to determine the 
answer to the Test question 

Examples Optional pieces of code, text or graphics that 
illustrate the Test or Procedure 

1.3.1.8.1 Tests 

A Governing Statement Test is usually a question formulated from the statement. The 

answer to the question can help determine if the intent of the statement has been met. 

There are several different categories of questions. Yes/No or True/False questions 

indicate completion. Level of Compliance questions indicate that there can be variation in 

the rigor of compliance as in the following levels: 
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No Compliance No attempt to meet the Governing Statement intent. 

Low Compliance Very few of the possible places of where the intent of the 
Governing Statement could be implemented are implemented. 

Some Compliance Many of the possible places of where the intent of the 
Governing Statement could be implemented are implemented. 

Complete Compliance The implementation meets the full intent of the Governing 
Statement. 

The absolute levels (i.e., No or Complete) are easy to determine. The differentiation 

between Low and Some is more subjective. A good tenet would be the 50% mark. 

1.3.1.8.2 Procedures 

A Governing Statement Procedure helps increase the repeatability of the evaluation 

process. It defines a specific way to derive an answer to the Test question from observing 

the program or project deliverables. A goal is that once formulated, these procedures can 

be automated. This will eliminate the subjective nature of the evaluation as well as 

increase the speed and reduce the cost of performing evaluations. 

1.3.1.8.3 Examples 

A Governing Statement Example illustrates what will (or will not) pass when using the 

Evaluation Criteria Procedure as an aid for the evaluator. 

1.3.2 Execution Conceptual Data Model 

The Execution Conceptual Data Model has at least one object for each of the five layers 

of the Cognitive Model, mapped as follows. 

Table 4.  Mapping Cognitive Layers to Execution Objects 

Data Scores 

Information Entry/Results 

Knowledge Analysis 

Understanding Assessment 

Wisdom Recommendations 
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Figure 13.  Execution Conceptual Data Model 

1.3.2.1 Scores 

Scores are raw numeric data values assigned to reflect compliance with a particular 

Governing Statement’s Evaluation Criteria. Scores alone do little for providing 

information, knowledge, understanding or wisdom of compliance with a Governing 

Statement. It is only when the scores are put in context of the Governing Statements that 

the scores are useful. Discrete numeric values, usually represented by an enumerated 

type, represent scores; for example, No Compliance, Low Compliance, Some 

Compliance, and Complete Compliance. Sometimes the enumeration can be reduced to 

Boolean values such as Yes/No or True/False. In addition to a prescribed enumerated list 

of answers, scores allow for Not Applicable, Waived, and No Evaluation values. 

Sometimes the null value is substituted for No Evaluation. 

Scores that are purely numeric in nature such as temperature or percentile need to have 

defined ranges and also support the Not Applicable, Waived and No Evaluation values. 
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Figure 14.  Example of Scoring Enumeration 

1.3.2.2 Entries 

Entries are complex information structures that not only contain the score but provide the 

contextual information needed to associate the score with the regulating Governing 

Statement and the appropriate Evaluation Criteria. The following example illustrates how 

a single entry provides the Evaluation Criteria and the Governing Statement text as well 

as a field for comments and a hypertext link back to the original Governing Statement 

where the Rationale and the cross reference information are available. 

 

Figure 15.  Example of Evaluation Entry 

1.3.2.3 Results 

Results are collections of entries. There may not be an entry for every Governing 

Statement or for all the Evaluation Criteria for any particular execution. Governing 

Statements and Evaluation Criteria are included in the results based on the profile of a 

particular execution. Governing Statements are independent of the profile inclusion. 

Therefore, a Governing Statement uses active voice without disclaimers about when it 

needs to be included. For example, Governing Statements can be C++ or .NET specific 

and not have to be prefaced with “If using C++” or “If using .NET.” It is the 

responsibility of the profile to eliminate the unnecessary Governing Statements and 

corresponding Evaluation Criteria. The inclusion or exclusion Governing Statements or 

Evaluation Criteria is a business decision. 

Enumerated list with “No 

Evaluation, Waived and Not 

Applicable 

Area for reviewer’s 
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Figure 16.  Example of Results 

1.3.2.4 Analysis 

The goal of Analysis is to impart knowledge about an Execution’s adherence to 

applicable (based on profile) Governing Statements. Much of the analysis is statistical in 

nature and includes sums, means, variance, and standard deviations of the scores in the 

results. The statistics are built around formal and informal taxonomic classifications of 

Governing Statements and Evaluation Criteria. Communities of Interest (COI) develop 

and publish formal taxonomies or ontologies or the taxonomies or ontologies are present 

inherently in the presentation of the regulations within Perspectives. One example of a 

formal taxonomy of Governing Statements is the set of statements in a particular 

Perspective or its nodal pathway (see A.3). 

Examples of informal taxonomies are folksonomies or tags that analysts develop to 

measure effectiveness of the Governing Statements on the execution. 

 

Figure 17.  Example of Analysis 
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1.3.2.5 Assessments 

Assessments use analytic knowledge to develop an understanding of the execution’s 

adherence to the Governing Statements. The assessment includes a detailed discussion of 

the strengths and weaknesses of the execution and any potential cause and effects for the 

compliance and variances especially as they relate to formal taxonomies or ontologies. 

The assessments are not in terms of pass or fail but in terms of figures of merit (FOM) 

which represent a measure of the effectiveness of the execution in terms of the formal 

taxonomies or ontologies. The assessment documents reasons for any particular FOM 

value, such as the speed of refresh or business decision tradeoffs. 

 

Figure 18.  Example of Assessment 

1.3.2.6 Recommendations 

Recommendations are based on the assessment of the execution. A recommendation can 

apply to any of the aspects of the Governance Model: Regulation, Execution or 

Compliance. 

Regulation Recommendations occur when the regulations are poor at providing effective 

direction. The Regulation aspect of Governance does not necessarily adopt Regulation 

Recommendations but may adjudicate the recommendations in future regulation efforts. 

Execution Recommendations occur when there are deficiencies in the overall execution of 

the regulations as determined by Compliance. The Execution aspect of Governance does 

not necessarily act upon Execution Recommendations but may adjudicate the 

recommendations in future iterations of the execution effort. Even given infinite amounts 

of time and effort, the reality of the Business Plan may preclude acting on all Execution 

Recommendations. 

Compliance Recommendations occur when the FOMs are poor or misleading for 

determining overall compliance with the regulations. The Compliance aspect of 

Governance does not necessarily adopt Compliance Recommendations but may 

adjudicate the recommendations in future compliance efforts. 
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Figure 19.  Example of Recommendation 

1.3.3 Compliance Conceptual Data Model 

The Compliance Conceptual Data Model has at least one object for each of the five 

layers of the Cognitive Model, mapped as follows. 

Table 5.  Mapping Cognitive Layers to Execution Objects 
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Figure 20.  Compliance Conceptual Data Model 

1.3.3.1 Governing Statements 

In the Compliance aspect of the Governance Model, Governing Statements are reference 

data that point back to the original Governing Statements maintained by the Regulation 

aspect of the Governance Model. Since the Regulation and the Compliance aspects of the 
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Governance Model evolve independently, the Governing Statement reference includes 

the versioning information required to maintain the integrity of the Compliance Model. 

 

Figure 21.  Governing Statement Example 

1.3.3.2 Evaluation Criteria 

In the Compliance aspect of the Governance Model, Evaluation Criteria are reference 

data that point back to the original Evaluation Criteria maintained by the Regulation 

aspect of the Governance Model. The Regulation aspect of the model is responsible for 

maintaining the relationship between the Governing Statement and the Evaluation 

Criteria. Since the Regulation and the Compliance aspects of the Governance Model 

evolve independently, the Evaluation Criteria Reference includes the versioning 

information required to maintain the integrity of the Compliance Model. 

 

Figure 22.  Evaluation Criteria Reference Example 

1.3.3.3 Profiles 

A Profile is information about which Governing Statements are germane to an Entity and 

which ones are waived. By default, all Governing Statements are required unless 

specifically waived using a Waiver. A Profile is classified as information because it is a 

collection of Governing Statement references that only make sense in the context of an 

Entity. 

 

Figure 23.  Profile Example 
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1.3.3.4 Waivers 

A Waiver is information about a Governing Statement that is not germane to an Entity. It 

is comprised of a Governing Statement reference and list of the Authorizing Agents, 

defined by the Agents’ names, the date of the approval and signatures. 

 

Figure 24.  Waiver Examples 

1.3.3.5 Results 

A Result is information about which Evaluation Criteria score references are subject to 

literal interpretation and which ones have a justification for varying from the standard 

Evaluation Criteria scores. By default, all Evaluation Criteria are subject to literal 

interpretation unless they are allowed to vary using a Variance. A Variance is classified 

as information because it is a collection of Evaluation Criteria score references that only 

make sense in the context of an Entity. 

 

Figure 25.  Example of Results 
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Figure 26.  Variance Example 

1.3.3.7 Entities 

An Entity is responsible for the Execution of the Regulations. Entities are often 

dependent on other Entities executing the same regulations. However, Entities are not 

authorized to enforce compliance of regulations on other Entities nor are they privy to the 

execution details of the other entities. For example, a person driving a vehicle on the 

highway is a Motorist Entity required to follow all the driving regulations. That motorist 

does not enforce driving regulations on other motorists and has no real knowledge of 

other motorists on the highway other than to assume they are following the same 

regulations. Police are responsible for enforcing compliance of the regulations on all 

drivers and the government is responsible for creating and maintaining the regulations. 

A more abstract example of an Entity is a service operating within a Service-Oriented 

Architecture (SOA). The SOA architects expect the service entities to follow all the rules 

they set while the SOA environment is responsible for the enforcement of the SOA rules. 

An Entity is comprised of a Name, Identifier, Description, Creation Date, Modification 

Date, and a unique Version Id. Optionally, the Entity can include a set of external 

references that further define the entity. For example, the motorist may have a driver 

license number and the service in the SOA may have a URL that points to the Web 

Service Definition Language (WSDL) descriptor and another URL that points to a human 

readable Web page that describes the benefits of the particular service. 

 

Figure 27.  Example of Entity 
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Figure 28.  Entity Analysis 

1.3.3.9 Entity Assessments 

Entity Assessments use analytic knowledge to develop an understanding the adherence of 

individual Entity Executions to the Governing Statements. The assessment includes a 

detailed discussion of the strengths and weaknesses of each Entity’s execution and any 

potential cause and effects for the compliance and variances especially as they relate to 

other Entities. The assessments are prescriptive in nature and intended to coordinate 

Business Plans of all the Entities assessed. 

 

Figure 29.  Assessment Example 
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Entity Regulation Recommendations occur when the regulations are poor at providing 

effective direction. The Regulation aspect of Governance does not necessarily adopt 

Entity Regulation Recommendations but may adjudicate the recommendations in future 

regulation efforts. 

Entity Execution Recommendations occur when there are deficiencies in the overall 

execution of the regulations as determined by Compliance. The focus is on how the 

adequacies and deficiencies of an Entity relate to the impact on other Entities in the 

Entity Assessments. 

Entity Compliance Recommendations occur when the FOMs are poor or misleading for 

determining overall compliance with the regulations. The Compliance aspect of 

Governance does not necessarily adopt Compliance Recommendations but may 

adjudicate the recommendations in future compliance efforts. 

 

Figure 30.  Recommendation Example 
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1.4 Executing the Governance Model Regulations 

The Governance Model allows Governing Bodies to publish and maintain regulations and 

yet share them with the Entities that need to execute those regulations with confidence in 

a distributed, non-hierarchical, dynamic environment using Governance Metadata. 

 

Figure 31.  Implementing the Governance Model 
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Governing Bodies expose their regulations as semantically tagged XML to Entities that 

execute the regulations and to a Governance Spider. The exposure is completely public 

over the Internet or through private, secure connections. 

 

Figure 32.  Governing Bodies 
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Figure 33.  Automatic Capture of Governance Metadata 

1.4.3 Governance Metadata Repository 

The Governance Metadata Repository contains data about governance data maintained 

by Governing Bodies. The actual authoritative data for the Governing Body is maintained 

by the Governing Body itself. The metadata is loaded into the Governance Metadata 

Repository through an open, standards based interface. However, the metadata is best 

collected by a Governance Spider that understands the Governance Model Semantics and 

can walk through the registered Governing Body sites to mine data. The metadata is 

semantically rich allowing the Governance Search Engine to formulate governance 

semantic based queries. 

 

Figure 34.  Governance Metadata 
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1.4.4 Governance Search Engine 

The Governance Search Engine services an Entity’s semantic queries about the 

Governing Bodies that have influence over the Entity. As with other search engines (i.e., 

Google, Yahoo, etc.), the search engine returns the results to the Entity. However, the 

results are semantic rather than syntactic in nature. For example, the results to a query 

made to the Governance Search Engine can be restricted to just Governing Statements, 

Rationale, Evaluation Criteria, Glossary or combinations thereof. 

 

Figure 35.  Searching the Governance Metadata 
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Figure 36.  Setting Governing Body Scope and Precedence 
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Appendix A– Governance Conceptual Model Rules 

A.1 One Degree of Freedom Rule 

One of the most important rules involves not skipping roles in the workflow inherent in 

the Governance Model. Each role is important and all too often, in the name of 

expedience, attempts are made to short circuit the model and skip roles; for example, 

trying to specify in Regulation Wisdom how to inspect products built during Execution. 

This does not, however, mean that the roles are completely isolated. Within each of the 

Governance Aspects, the Cognitive Model hierarchy still applies. Summarized, this the 

One Degree of Freedom rule. 

 

Figure 37.  One Degree of Freedom Rule 

A.2 Semantic Tagging Rule 

Another important rule is to define the products of each Governance Model role using its 

own conceptual model rather than using a long, linear document that relies on format to 

convey meaning. This allows capturing the content semantically. The content is loaded 

within a relational database to facilitate access using XML and formatted according to the 

needs of target audiences. For example, trying to relate requirements by using the words 

shall, will, should and may lead to confusion and, potentially, to skipped requirements 

(see B.10.2). 
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Figure 38.  Example of Semantic Tagging 

A.3 Nodal Networked Governing Statements 

There is a tendency to think of Governing Statements as organized in hierarchical trees 

with one parent having multiple children and each child only having one parent. 

However, the organization of Governing Statements is actually a nodal network that has a 

few, very high level Objectives, Goals and Tenets that have any number of intermediate 

nodes terminated by a finite set of terminal nodes. The result is a nodal network of 

Governing Statements comprised of many-to-many parent-to-child and child-to-parent 

relationships. Some Governing Statements are Roots and often represent statutes, goals or 

objectives. These are the parents to any number of Intermediate Governing Statement 

Nodes that are refinements and interpretation of the roots. Finally, each pathway ends 

with at least one Terminal Governing Statement Node that has Evaluation Criteria. A 

Terminating Governing Statement Node can have any number of parental pathways. 

<?xml version="1.0" encoding="ISO-8859-1" ?>  

  <?xml-stylesheet type="text/xsl"?>  
  <GuidanceDetails> 
    <VersionInfo> 
    <Number>0.0.0.</Number>  
    <Date>16 June 2006</Date>  
    </VersionInfo> 
    <Id>G1002</Id>  
    <Statement> 
      <Content> 
      <Paragraph>Separate public interfaces from implementation. 
      </Paragraph>  
    </Content> 
    </Statement> 
    <Rationale> 
      <Content> 
        <Paragraph> 
          This guidance encourages clean separation between  
          <TermRef id="GL2297">interface</TermRef>  

          and implementation details for all types of application  
          development. This allows components and systems to be  
          <TermRef id="GL2397">loosely coupled</TermRef>  

          .The flexibility allows groups of developers to work  
          independently and in parallel to the contract defined by  
          the interface.  
        </Paragraph> 
        <Paragraph>Another benefit of hiding implementation  
          details is that it allows the implementation to change  
          without affecting users of the interface. This means  
          the interface can support dynamic and pluggable  
          implementation. 
        </Paragraph>  
      </Content> 
    </Rationale> 
. . . 
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Figure 39.  Graphical Representation of Governing Statement Nodal Network 
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Appendix B – Governing Statement Traps 

B.1 Non-Atomic Trap 

Governing Statements are often written in prose because it is easy to string similar 

concepts together using lists and conjunctions. This may make for smaller documents but 

causes problems when interpreting the statements during the Execution and Compliance 

aspects of Governance. Confusion arises about which of the items in a list are required 

and the consequences of partially executing them. Confusion also arises from the 

Boolean logic levied by the use of conjunctions. The following is an example of a 

complex Governing Statement: 

• The network provides secure and assured transfer, storage, processing and discovery of 

information. 

It is not clear if the governance is to provide “secure and assured transfer,” “secure 

storage,” “secure processing” and “secure discovery” or if it is to provide “secure and 

assured transfer,” “storage,” “processing” and “discovery.” It is also not clear if the order 

of the items in the list indicates precedence or if there are consequences of not complying 

with one or more of the items. More precise forms of the Governing Statements follow: 

• The network provides assured transfer processing of information. 

• The network provides storage processing of information. 

• The network provides processing of information. 

• The network provides processing discovery of information. 

B.2 Definitive Trap 

When governance appears in prose, a general rule is to expand acronyms only the first 

time they occur within a document. This can lead to some very difficult reading of 

Governing Statements as it assumes that the document containing the Governing 

Statements will be read in a linear, top-to-bottom fashion. Governing Statements are 

often extracted from the original linear document format to “live” independently. 

Therefore, in the Governance Conceptual Model all Governing Statements have 

expanded acronyms. The following example contains several acronyms: 

• Network allocates IPv4 DHCP IP addresses consistent with DHCP IETF RFC 2131. 

A more complete form of the Governing Statement follows (the underlined terms indicate 

that hyperlinks would exist to Glossary entries): 

• Network allocates Internet Protocol Version 4 (IPv4) Dynamic Host Configuration 

Protocol (DHCP) Internet Protocol (IP) addresses consistent with DHCP Internet 

Engineering Task Force (IETF) Request for Comment (RFC) 2131. 

Another form of the Definitive Trap is the use of terms which do not have the common 

English definition for words or terms in the Governing Statement as in the following 

example: 

• All storage devices can manage residue. 
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The definition for the term residue in this example is “Data left in storage after 

information processing operations are complete, but before degaussing or overwriting has 

taken place.” This definition differs from the common English definition; thus, the 

governance definition needs to be in a separate Glossary with a reference (usually a 

hyperlink as indicated below) to this definition. 

• All storage devices can manage residue. 

B.3 Succinctness Trap 

Sometimes the author of a Governing Statement feels the need to elaborate or expound on 

the meaning of the statement. Consequently, the Governing Statement has a tendency to 

ramble and violate the succinctness part of the definition of a Governing Statement. For 

example, the following is a Succinctness Trap example of a Governing Statement 

provided in a Real-Time Guidance Document: 

• In some limited cases, the data marshalling mechanisms provided by the standards based 

middleware may not be sufficient in terms of functionality or performance. In some very 

limited circumstances, such as for interfaces with legacy systems, standards-based 

middleware may not be employed. In those instances, care should be taken to properly 

align data to minimize the processing required to achieve data marshalling. 

Much of the guidance offered by this Governing Statement is rationale for why the 

guidance is provided. Though this information can be useful, obfuscating the actual 

governance with the rationale is confusing. This Governing Statement is actually trying 

to state the following: 

• Align data on even word boundaries. 

B.4 Implementation Trap 

Implementation Traps occur when Governing Statements go beyond trying to capture 

“what” needs to be done and starts to capture “how” to do it. This introduces risk by the 

author of the Governing Statement because the “how” provided within the governing 

statement has the potential to be more expensive then other solutions, especially those 

that leverage new technology. The following is an example of an Implementation Trap: 

• Network management systems shall assign public routable IPv4 addresses using address 

blocks managed by the IT Department. 

The use of the word systems implies that the implementation requires a system rather than 

a service, application, or a collection of services or applications. The Governing 

Statement also assumes there is an IT Department, implying an organizational structure 

and responsibilities that may change independently of the need to assign blocks of IP 

addresses. The Governing Statement is more effective when transformed into the 

following: 

• Public routable Internet Protocol Version 4 (IPv4) addresses are assignable using address 

blocks. 
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B.5 Operation Trap 

Operation Traps occur when Governing Statements go beyond trying to capture “what” 

the system needs to do and start to capture “why” it will be done. This creates Governing 

Statement clutter that provides definitions in the guise of Governing Statements (i.e., 

requirements). The following is an example of an Operation Trap: 

• Comply with industry open standards to promote interoperability, agility, and long-term 

technical evolution. 

The expression “to promote interoperability, agility, and long-term technical evolution” 

provides the “why.” A more precise form of the Governing Statement follows: 

• Computing Infrastructure (CI) complies with open standards defined in the DoD 

Information Technology Standards Registry (DISR). 

B.6 Confusing Term Trap 

There are a number of terms that can confuse the purpose of the Governing Statement 

and often result in costly requirements creep. Here is a partial list of confusing terms: 

• Support 

• But not limited to 

• Etc. 

• And/Or 

B.6.1 “Support” 

The term support is ambiguous leaving the Governing Statement open ended, non-

deterministic, and very subjective, which can lead to conflicts between the supplier and 

beneficiary of the support. The following is an example use of the term: 

• The system shall support dynamic configuration, rapid deployment, and provisioning for 

end-to-end services, with fault detection and situational awareness. 

A more concise form of the Governing Statement follows: 

• The system has dynamic configuration of end-to-end system services. 

B.6.2 “But not limited to” 

Often authors of Governing Statements avoid being specific by using the “but not 

limited” to expression. This is an open-ended statement that provides no guidance other 

than the specific items listed in the Governing Statement and can be a source of 

contention during execution as in the following example: 

• Networks can identify and authenticate entities, including but not limited to users, 

networks, devices, and end systems. 

This statement not only uses the confusing “but not limited to” term but is also non-

atomic. New Governing Statements are necessary as new “entities” evolve. More concise  

Governing Statements follow: 

• Networks identify users. 
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• Networks identify networks. 

• Networks identify devices. 

• Networks identify system end points. 

• Networks authenticate users. 

• Networks authenticate networks. 

• Networks authenticate devices. 

• Networks authenticate system end points. 

B.6.3 “Etc.” 

The use of et cetera (usually in the abbreviated form, etc.) is very open ended especially 

if the list is not preceded by a “for example” or “e.g.” term. Many times, the items in the 

et cetera list should be part of a Glossary term that precedes it. The following is an 

example of the confusing, open ended “etc.” term: 

• Networks shall be capable of rapidly configuring and integrating new systems 

(components, products, services, etc) as they become available to the network. 

This governing Statement attempts to define what new systems are as well as leaving the 

definition open ended. The Governing Statement is less open ended by replacing the 

reference to the generic expression system and its implied definition with a more specific 

term network component which is defined externally in a glossary. The glossary 

definition can evolve independently of the Governing Statement. This requires 

independent versioning of Governing Statements and Glossary items whenever a 

Governing Body or Community of Interest mandates a Governing Statement. A more 

concise form of the Governing Statement follows: 

• The network adapts when network components change. 

B.6.4  “And/Or” 

The use of the and/or expression introduces non-deterministic Boolean logic errors to a 

Governing Statement. It is not clear which of the items in the and/or list is required, if 

any. By creating a separate statement for any or items, the business case logic determines 

if the items are required or not. In addition, the and and the or terms usually violate the 

atomicity rule. The following is an example of the non-deterministic and/or term: 

• The network shall be capable of dynamically supporting all network users, including those 

transitioning across operational and network domains and/or Community of Interest (COI) 

boundaries. 

This is confusing because the Boolean logic is hard to follow. Is the Governing Statement 

specifying transitioning across all operational, network and COI boundaries or 

transitioning between “operational and network boundaries” or “COI Boundaries”? More 

precise forms of the Governing Statement follow: 

• The network users can transition across operational domains. 

• The network users can transition across network domains. 

• The network users can transition across Communities of Interest (COI). 
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B.7 Ambiguous Term Trap 

A major cause of unverifiable requirements is the use of ambiguous terms that are 

subjective and often add little to the meaning. For example, no one intentionally designs 

systems, products, applications or services that are insufficient, user hostile or slow. 

Governing Statements that specify minimizing or maximizing various qualities without 

providing thresholds are open ended because there is no clear point at which the 

minimizing or maximizing is complete. Avoid ambiguous term traps by providing a list 

of terms to avoid. The following lists some ambiguous words: 

• Minimize 

• Maximize 

• Efficient 

• Rapid 

• User-friendly 

• Easy 

• Sufficient 

• Adequate 

• Quick 

The following is an example of a Governing Statement that uses several of the ambiguous 

terms: 

• The network end-to-end mechanisms shall be rapid, efficient and minimize the use of 

intervening translation devices. 

To create a more concise form of the Governing Statement, the ambiguous terms need 

explicit definitions. 

• The network uses no more than three intervening translation devices in any end-to-end 

path. 

B.8 Over Specification Trap 

Over specification occurs when the line between regulation and execution is blurred. It is 

the role and the responsibility of a regulation’s Governing Statements to specify what 

needs to be done and it is the responsibility of the execution’s program, project or 

initiative to determine how and where. For example, a regulation’s Governing Statement 

may be “Use Open Standards.” During the execution of the Governing Statement by a 

project, the project manager decides to use networks, Web services, applications, systems 

and databases. If the regulation and the execution are combined, the following over 

specified Governing Statements result: 

• Networks use open standards. 

• Web services use open standards. 

• Applications use open standards. 

• Systems use open standards. 
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• Databases use open standards. 

Instead, create a single Governing Statement with a unique identifier: 

• Use open standards. [GS1000] 

Then, during the execution of the Governing Statement by a project, program or 

initiative, the requirements simply refer to the Governing Statement identifiers: 

• The network shall comply with the following Governing Statements: GS1000, GS1266 and 

GS3045. 

• The Web services shall comply with the following Governing Statements: GS1000, GS1123 

and GS4000. 

• The applications shall comply with the following Governing Statements: GS1000, GS1287 

and GS6452. 

• The systems shall comply with the following Governing Statements: GS1000, GS1123 and 

GS4321. 

• The databases shall comply with the following Governing Statements: GS1000, GS1234 

and GS253. 

B.9 Passive Voice Trap 

Governing Statements delineate actions; use active voice for verbs to indicate clearly the 

necessary action. Passive voice leaves the identity of the actor performing the action (i.e., 

verb) undefined. Using forms of the verb to be frequently identify passive voice.  

This is an example of a Governing Statement using passive voice: 

• A Directory Service is provided that all components can use. [GS1001] 

Changing this from passive to active voice clarifies the action inherent in this statement: 

• Provide a Directory Service that all components can use. [GS1001] 

B.10 Additional Governing Statement Concerns 

B.10.1 Governing Statement Identifiers  

Each Governing Body creates, tracks, and maintains unique Governing Statement 

identifiers. The identifiers do not capture any functionality, structure or organization. 

Often identifiers attempt to use a hash scheme as an aid to human memory. However, this 

implies that the identifiers have inherent organization and structure that is static and 

hierarchical. In the following example, a theoretical Net-Centric Governing Body 

(NCENT) has a network component (NETW) that has separate regulations for routing 

(ROUT) and management (MGMT). 

• Record all exceptions. [NCENT-NETW-ROUT-0010] 

• Dynamically allocate Internet Protocol (IP) addresses. [NCENT-NETW-MGMT-0010] 
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Unfortunately, the organization of the Governing Statements can change through time. 

The “Record all exceptions” is a good general regulation and can be promoted as 

applicable for every aspect covered by the Governing Body. The “Dynamically allocate 

Internet Protocol (IP) addresses” could move from a management Governing Statement 

or potentially both management and routing. A more appropriate way of numbering the 

Governing Statements follows: 

• Record all exceptions. [GS0010] 

• Dynamically allocate Internet Protocol (IP) addresses. [GS0011] 

B.10.2 Use of Shall, Will, Should, Must 

The use of Shall, Will, Should and Must embedded in body of prose documents often is 

an attempt to differentiate descriptive information, requirements, facts and goals 

statements. As a general rule, the following apply: 

• Requirements statements contain the word shall 

• Statements of fact contain the word will 

• Goal statements use the word should 

• All other statements are descriptive 

However, Governing Statements are part of the Regulation aspect of Governance and the 

determination of the applicability to any particular effort is part of the Execution aspect 

of Governance. Generally, applicability is a business decision which can vary across the 

spectrum of execution implementations. Many problems occur when the Regulation and 

Execution aspects of Governance are intermixed. The following example mixes 

Regulation and Execution into a single Governing Statement: 

• Service functionality shall be exposed to the Internet using a registry. 

It may be a poor business decision to expose all services on the Internet. It is more 

realistic to assume, for example, that there will be one set of services exposed to the 

Internet, a second set of services exposed to an intranet or the Internet, and a third set of 

services confined to an intranet. A more concise approach would be to create a 

Governing Statement controlled by the Governing Body and to create a requirement 

statement for each execution implementation. The Governing Statement would look like 

this: 

• Expose service functionality to the internet using a registry. [GS1234] 

The requirements statement for each of the tiers would look like this: 

• Tier 1 shall adhere to GS1234. 

• Tier 2 should adhere to GS1234. 

• Tier 3 shall not adhere to GS1234. 
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Appendix C – Sample XML Schema Definitions 
This appendix contains examples of Engineering Governance XML Schema Definition 

(XSD) files used by the XML implementation of the Net-Centric Enterprise Solutions for 

Interoperability (NESI) project. For additional information, please see the NESI Public 

Site, http://nesipublic.spawar.navy.mil; NESI Parts 3 – 6 are available for viewing online 

using NESI-X or as Portable Document Files created from NESI-X reports. 

The NESI-X implementation uses the content.xsd example below to provide semantically consistent 

markup of general free-form text. The current NESI-X implementation includes XSDs for Governance 

Details (Guidance and Best Practices in NESI-X), Perspectives, Glossary Items, References, and Audio 

Visual Items (Images). NESI-X presently does not implement Compliance or Execution; therefore, there 

are no XML Schema Definition examples in this appendix for these two aspects of the Governance Model.  

C.1 Content.xsd 

<?xml version="1.0"?> 

<!-- $Revision: 1.1.1.1 $ --> 

<xsd:schema xmlns:xsd="http://www.w3.org/2001/XMLSchema"  

   xmlns="http://nesi.spawar.navy.mil/nesix"  

   targetNamespace="http://nesi.spawar.navy.mil/nesix"  

   elementFormDefault="qualified" attributeFormDefault="unqualified"> 

  <xsd:element name="Content" type="AnyContentType"> 

    <xsd:annotation> 

      <xsd:documentation>Defines NESI-X-ML Content tags</xsd:documentation> 

    </xsd:annotation> 

  </xsd:element> 

  <xsd:element name="OrderedList" type="ListType"/> 

  <xsd:element name="UnorderedList" type="ListType"/> 

   

  <xsd:complexType name="AnyContentType" mixed="true"> 

    <xsd:choice minOccurs="0" maxOccurs="unbounded"> 

      <xsd:element ref="Content" minOccurs="0" maxOccurs="1"/> 

      <xsd:element name="Paragraph" type="AnyContentType"/> 

      <xsd:element name="TermRef" type="GlossaryReferenceType"/> 

      <xsd:element name="AcronymRef" type="GlossaryReferenceType"/> 

      <xsd:element name="GuidanceRef" type="xsd:string"/> 

      <xsd:element name="ReferenceRef" type="xsd:string"/> 

      <xsd:element name="PerspectiveRef" type="PerspectiveReferenceType"/> 

      <xsd:element ref="UnorderedList"/> 

      <xsd:element ref="OrderedList"/> 

      <xsd:element name="ExternalRef" type="ReferenceType"/> 

      <xsd:element name="Image" type="ImageType"/> 

      <xsd:element name="Table" type="TableType"/> 

      <xsd:element name="DefinitionList" type="DefinitionListType"/> 

      <xsd:element name="Note" type="AnyContentType"/> 

      <xsd:element name="SubSection" type="SubSectionType"/> 

      <xsd:element name="Block" type="xsd:string"/> 

      <xsd:element name="Code" type="AnyContentType"/> 

      <xsd:element name="InLineCode" type="xsd:string"/> 

      <xsd:element name="BookTitle" type="AnyContentType"/> 

      <xsd:element name="Action" type="xsd:string"/> 

      <xsd:element name="VariableText" type="xsd:string"/> 

      <xsd:element name="FileName" type="xsd:string"/> 

      <xsd:element name="Subscript" type="AnyContentType"/> 

      <xsd:element name="Superscript" type="AnyContentType"/> 

      <xsd:element name="Emphasis" type="AnyContentType"/> 

      <xsd:element name="Space"/> 

      <xsd:element name="Break"/> 
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      <xsd:element name="Amp"/> 

      <xsd:element name="Lt"/> 

      <xsd:element name="Gt"/> 

    </xsd:choice> 

  </xsd:complexType> 

  <xsd:complexType name="ListType"> 

    <xsd:choice minOccurs="0" maxOccurs="unbounded"> 

      <xsd:element name="Item" type="AnyContentType"/> 

      <xsd:element ref="UnorderedList"/> 

      <xsd:element ref="OrderedList"/> 

    </xsd:choice> 

  </xsd:complexType> 

  <xsd:complexType name="ReferenceType" mixed="true"> 

    <xsd:attribute name="Url" use="required"/> 

  </xsd:complexType> 

  <xsd:complexType name="ImageType" mixed="true"> 

    <xsd:attribute name="Height" use="optional"/> 

    <xsd:attribute name="Width" use="optional"/> 

    <xsd:attribute name="id" type="xsd:string" use="required"/> 

  </xsd:complexType> 

  <xsd:complexType name="TableType"> 

    <xsd:sequence> 

      <xsd:element name="HeaderRow" type="RowType" minOccurs="0"  

         maxOccurs="unbounded"/> 

      <xsd:element name="Row" type="RowType" minOccurs="0"  

         maxOccurs="unbounded"/> 

    </xsd:sequence> 

  </xsd:complexType> 

  <xsd:complexType name="RowType"> 

    <xsd:choice> 

      <xsd:element name="Cell" type="AnyContentType"  

        minOccurs="0" maxOccurs="unbounded"/> 

    </xsd:choice> 

  </xsd:complexType> 

  <xsd:complexType name="DefinitionListType"> 

    <xsd:sequence> 

      <xsd:element name="Definition" type="DefinitionType" minOccurs="0"  

        maxOccurs="unbounded"/> 

    </xsd:sequence> 

  </xsd:complexType> 

  <xsd:complexType name="DefinitionType"> 

    <xsd:sequence> 

      <xsd:element name="TermRef" type="AnyContentType"/> 

      <xsd:element name="Meaning" type="AnyContentType"/> 

    </xsd:sequence> 

  </xsd:complexType> 

  <xsd:complexType name="SubSectionType"> 

    <xsd:sequence> 

      <xsd:element name="Title" type="xsd:string"/> 

      <xsd:element name="Body" type="AnyContentType"/> 

    </xsd:sequence> 

  </xsd:complexType> 

   

  <xsd:complexType name="GlossaryReferenceType" mixed="true"> 

    <xsd:attribute name="id" type="xsd:string"/> 

  </xsd:complexType> 

     

  <xsd:complexType name="PerspectiveReferenceType" mixed="true"> 

    <xsd:attribute name="id" type="xsd:string"/> 

  </xsd:complexType> 

</xsd:schema> 
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C.2 Regulation Aspect Examples 

C.2.1 Guidance.xsd 
<?xml version="1.0"?> 

<!-- $Revision: 1.3 $ --> 

<xsd:schema xmlns:xsd=http://www.w3.org/2001/XMLSchema 

      xmlns="http://nesi.spawar.navy.mil/nesix"  

      targetNamespace=http://nesi.spawar.navy.mil/nesix 

      elementFormDefault="qualified"  

      attributeFormDefault="unqualified"> 

   

  <xsd:include schemaLocation="Content.xsd"/> 

  <xsd:include schemaLocation="History.xsd"/> 

  <xsd:element name="Guidance"> 

    <xsd:annotation> 

      <xsd:documentation> 

         Defines a details object (Guidance or Best Practice) 

      </xsd:documentation> 

    </xsd:annotation> 

    <xsd:complexType> 

      <xsd:sequence> 

        <xsd:element ref="GuidanceId" minOccurs="1" maxOccurs="1"/> 

        <xsd:element name="State" minOccurs="0" type="xsd:string"/> 

        <xsd:element name="Revision" minOccurs="1" maxOccurs="1" 

         type="xsd:integer"/> 

         

        <xsd:element name="Statement" minOccurs="0" maxOccurs="1"> 

          <xsd:complexType> 

            <xsd:sequence> 

              <xsd:element ref="Content"/> 

            </xsd:sequence> 

          </xsd:complexType> 

        </xsd:element> 

         

        <xsd:element name="Rationale" minOccurs="0" maxOccurs="1"> 

          <xsd:complexType> 

            <xsd:sequence> 

              <xsd:element ref="Content"/> 

            </xsd:sequence> 

          </xsd:complexType> 

        </xsd:element> 

         

        <xsd:element name="Justifies" minOccurs="0" maxOccurs="1"> 

          <xsd:complexType> 

            <xsd:sequence> 

              <xsd:element ref="GuidanceId" minOccurs="0"  

                maxOccurs="unbounded"/> 

            </xsd:sequence> 

          </xsd:complexType> 

        </xsd:element> 

         

        <xsd:element name="DerivedFrom" minOccurs="0" maxOccurs="1"> 

          <xsd:complexType> 

            <xsd:sequence> 

              <xsd:element ref="GuidanceId" minOccurs="0"  

               maxOccurs="unbounded"/> 

            </xsd:sequence> 

          </xsd:complexType> 

        </xsd:element> 

         

        <xsd:element name="ReferencedBy" minOccurs="0" maxOccurs="1"> 

          <xsd:complexType> 
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            <xsd:sequence> 

              <xsd:element name="PerspectiveRef" type="PerspectiveRefType"  

               minOccurs="0" maxOccurs="unbounded"/> 

            </xsd:sequence> 

          </xsd:complexType> 

        </xsd:element> 

         

        <xsd:element name="AcquisitionPhase" type="xsd:string"  

          minOccurs="0" maxOccurs="1"/> 

         

        <xsd:element name="AuthorizedBy" type="xsd:string"  

          minOccurs="0" maxOccurs="1"/> 

         

        <xsd:element name="Evaluation" minOccurs="0" maxOccurs="1"> 

          <xsd:complexType> 

            <xsd:sequence> 

              <xsd:element name="TestItem" type="TestItemType"  

                minOccurs="0" maxOccurs="unbounded"/> 

            </xsd:sequence> 

          </xsd:complexType> 

        </xsd:element> 

      </xsd:sequence> 

    </xsd:complexType> 

  </xsd:element> 

   

  <xsd:element name="GuidanceId" type="xsd:string"/> 

  <xsd:element name="Tag"> 

    <xsd:complexType> 

      <xsd:sequence> 

        <xsd:element name="TagItem" maxOccurs="unbounded"> 

          <xsd:complexType> 

            <xsd:sequence> 

              <xsd:element name="TagName" type="xsd:string"/> 

              <xsd:element name="TagOwner" type="xsd:string"/> 

            </xsd:sequence> 

          </xsd:complexType> 

        </xsd:element> 

      </xsd:sequence> 

    </xsd:complexType> 

  </xsd:element> 

   

  <xsd:complexType name="PerspectiveRefType"> 

    <xsd:sequence> 

      <xsd:element name="PerspectiveId" type="xsd:string"/> 

      <xsd:element name="PerspectiveName" type="xsd:string"/> 

    </xsd:sequence> 

  </xsd:complexType> 

   

  <xsd:complexType name="TestItemType"> 

    <xsd:sequence> 

      <xsd:element name="TestNumber" type="xsd:integer"/> 

      <xsd:element name="Test" minOccurs="0" maxOccurs="1"> 

        <xsd:complexType> 

          <xsd:sequence> 

            <xsd:element ref="Content"/> 

          </xsd:sequence> 

        </xsd:complexType> 

      </xsd:element> 

      <xsd:element name="Procedure" minOccurs="0" maxOccurs="1"> 

        <xsd:complexType> 

          <xsd:sequence> 

            <xsd:element ref="Content"/> 

          </xsd:sequence> 
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        </xsd:complexType> 

      </xsd:element> 

      <xsd:element name="Example" minOccurs="0" maxOccurs="1"> 

        <xsd:complexType> 

          <xsd:sequence> 

            <xsd:element ref="Content" minOccurs="0" maxOccurs="1"/> 

          </xsd:sequence> 

        </xsd:complexType> 

      </xsd:element> 

      <xsd:element ref="Tag" minOccurs="0" maxOccurs="1"/> 

      <xsd:element name="TestItem" type="TestItemType"  

        minOccurs="0" maxOccurs="unbounded"/> 

    </xsd:sequence> 

  </xsd:complexType> 

</xsd:schema> 

C.2.2 Perspective.xsd 
<?xml version="1.0"?> 

<!-- $Revision: 1.2 $ --> 

<xsd:schema xmlns:xsd="http://www.w3.org/2001/XMLSchema"  

      xmlns="http://nesi.spawar.navy.mil/nesix"  

      targetNamespace="http://nesi.spawar.navy.mil/nesix"  

      elementFormDefault="qualified"  

      attributeFormDefault="unqualified"> 

   

  <xsd:include schemaLocation="Content.xsd"/> 

  <xsd:include schemaLocation="Reference.xsd"/> 

   

  <xsd:element name="Perspective"> 

    <xsd:annotation> 

      <xsd:documentation>Defines a perspective</xsd:documentation> 

    </xsd:annotation> 

    <xsd:complexType> 

      <xsd:sequence> 

         

        <xsd:element name="PerspectiveId" type="xsd:string"/> 

        <xsd:element name="State" minOccurs="0" maxOccurs="1"  

          type="xsd:string"/> 

        <xsd:element name="Revision" minOccurs="1" maxOccurs="1"  

           type="xsd:integer"/> 

        <xsd:element name="Name" minOccurs="0" maxOccurs="1"  

          type="xsd:string"/> 

         

        <xsd:element name="Overview"> 

          <xsd:complexType> 

            <xsd:sequence> 

              <xsd:element ref="Content" minOccurs="0" maxOccurs="1"/> 

            </xsd:sequence> 

          </xsd:complexType> 

        </xsd:element> 

         

        <xsd:element name="Example" minOccurs="0" maxOccurs="1"> 

          <xsd:complexType> 

            <xsd:sequence> 

              <xsd:element ref="Content" minOccurs="0" maxOccurs="1"/> 

            </xsd:sequence> 

          </xsd:complexType> 

        </xsd:element> 

         

        <xsd:element name="GuidanceList" minOccurs="0" maxOccurs="1"> 

          <xsd:complexType> 

            <xsd:sequence> 
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              <xsd:element name="GuidanceRef"  

                     minOccurs="0"  

                     maxOccurs="unbounded"> 

                 

                <xsd:complexType> 

                  <xsd:sequence> 

                     

                    <xsd:element name="GuidanceId"  

                           type="xsd:string"/> 

                     

                    <xsd:element name="Statement"> 

                      <xsd:complexType> 

                        <xsd:sequence> 

                          <xsd:element ref="Content"/> 

                        </xsd:sequence> 

                      </xsd:complexType> 

                    </xsd:element> 

                     

                  </xsd:sequence> 

                </xsd:complexType> 

                 

              </xsd:element> 

            </xsd:sequence> 

          </xsd:complexType> 

        </xsd:element> 

         

        <xsd:element name="References" minOccurs="0" maxOccurs="1"> 

          <xsd:complexType> 

            <xsd:sequence> 

              <xsd:element ref="Reference"  

                     minOccurs="0"  

                     maxOccurs="unbounded"/> 

            </xsd:sequence> 

          </xsd:complexType> 

        </xsd:element> 

      </xsd:sequence> 

    </xsd:complexType> 

  </xsd:element> 

</xsd:schema> 

C.2.3 GlossaryItem.xsd 
<?xml version="1.0"?> 

<!-- $Revision: 1.2 $ --> 

<xsd:schema xmlns:xsd="http://www.w3.org/2001/XMLSchema"  

     xmlns="http://nesi.spawar.navy.mil/nesix"  

     targetNamespace="http://nesi.spawar.navy.mil/nesix"  

     elementFormDefault="qualified" attributeFormDefault="unqualified"> 

  <xsd:include schemaLocation="Content.xsd"/> 

  <xsd:element name="GlossaryItem"> 

    <xsd:annotation> 

      <xsd:documentation>Defines a glossary item</xsd:documentation> 

    </xsd:annotation> 

    <xsd:complexType> 

      <xsd:sequence> 

        <xsd:element name="GlossaryId" type="xsd:string"/> 

        <xsd:element name="State" minOccurs="0" maxOccurs="1"  

          type="xsd:string"/> 

        <xsd:element name="Revision" minOccurs="1" maxOccurs="1"  

          type="xsd:integer"/> 

        <xsd:element name="Term" minOccurs="0" maxOccurs="1"  

          type="xsd:string"/> 

        <xsd:element name="Definition"> 
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          <xsd:complexType> 

            <xsd:sequence> 

              <xsd:element ref="Content" minOccurs="0" maxOccurs="1"/> 

            </xsd:sequence> 

          </xsd:complexType> 

        </xsd:element> 

        <xsd:element name="Acronym" type="xsd:string" minOccurs="0"  

          maxOccurs="1"/> 

      </xsd:sequence> 

    </xsd:complexType> 

  </xsd:element> 

</xsd:schema> 

C.2.4 Reference.xsd 
<?xml version="1.0"?> 

<!-- $Revision: 1.2 $ --> 

<xsd:schema xmlns:xsd="http://www.w3.org/2001/XMLSchema"  

   xmlns="http://nesi.spawar.navy.mil/nesix"  

   targetNamespace="http://nesi.spawar.navy.mil/nesix"  

   elementFormDefault="qualified"  

   attributeFormDefault="unqualified"> 

  <xsd:include schemaLocation="Content.xsd"/> 

  <xsd:element name="Reference"> 

    <xsd:annotation> 

      <xsd:documentation>Defines a glossary item</xsd:documentation> 

    </xsd:annotation> 

    <xsd:complexType> 

      <xsd:sequence> 

        <xsd:element name="ReferenceId" type="xsd:string"/> 

        <xsd:element name="State" minOccurs="0" maxOccurs="1"  

          type="xsd:string"/> 

        <xsd:element name="Revision" minOccurs="1" maxOccurs="1"  

          type="xsd:integer"/> 

        <xsd:element name="ReferenceKind" minOccurs="0"  

          maxOccurs="1" type="xsd:string"/> 

        <xsd:element name="ReferenceName" minOccurs="0"  

          maxOccurs="1" type="xsd:string"/> 

        <xsd:element name="ReferenceText" minOccurs="0"  

            maxOccurs="1"> 

          <xsd:complexType> 

            <xsd:sequence> 

              <xsd:element ref="Content" minOccurs="0"  

                maxOccurs="1"/> 

            </xsd:sequence> 

          </xsd:complexType> 

        </xsd:element> 

         

        <xsd:element name="ReferencedBy" minOccurs="0" maxOccurs="1"> 

          <xsd:complexType> 

            <xsd:sequence> 

              <xsd:element name="PerspectiveRef" type="PerspectiveRefType"  

                minOccurs="0" maxOccurs="unbounded"/> 

            </xsd:sequence> 

          </xsd:complexType> 

        </xsd:element> 

      </xsd:sequence> 

    </xsd:complexType> 

  </xsd:element> 

</xsd:schema> 
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C.2.5 AudioVisualItem.xsd 
<?xml version="1.0"?> 

<!-- $Revision: 1.4 $ --> 

<xsd:schema xmlns:xsd="http://www.w3.org/2001/XMLSchema" 

xmlns="http://nesi.spawar.navy.mil/nesix" 

targetNamespace="http://nesi.spawar.navy.mil/nesix" 

elementFormDefault="qualified" attributeFormDefault="unqualified"> 

  <xsd:include schemaLocation="Content.xsd"/> 

  <xsd:element name="AudioVisualItem"> 

    <xsd:annotation> 

      <xsd:documentation> 

        Defines an audio visual item such as an image 

      </xsd:documentation> 

    </xsd:annotation> 

    <xsd:complexType> 

      <xsd:sequence> 

        <xsd:element name="AudioVisualId" type="xsd:string"/> 

        <xsd:element name="State" minOccurs="0" maxOccurs="1"  

          type="xsd:string"/> 

        <xsd:element name="Revision" minOccurs="1"  

          maxOccurs="1" type="xsd:integer"/> 

        <xsd:element name="Name" minOccurs="0" maxOccurs="1"  

          type="xsd:string"/> 

        <xsd:element name="Caption" minOccurs="0" maxOccurs="1"  

          type="xsd:string"></xsd:element> 

        <xsd:element name="Filename" type="xsd:string"/> 

        <xsd:element name="Data" minOccurs="0" type="xsd:string"/> 

      </xsd:sequence> 

    </xsd:complexType> 

  </xsd:element> 

</xsd:schema> 

 


